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The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
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(DNS) Server. The DNS must have ml‘om\abon inf two entities:
+ The computer running Intel® SCS Server must be registered in the DNS

+ A configured, operational Intel® AMT device must be registered within DNS

of 2 Domain Nama System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel@
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intebl) SCS Server.

et

Resclved "ProvisionServer” 1P: 192.163.20.10

Resolved Intel® SCS 1P 192.168.20.10

Intel® AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 05
to maintain the DNS record. For this reason, the Intel® AMT device snoops the DHCP
requasts and responses issued by the host OS. The Intel® AMT device then uses the [P

provided by the DHCP to the host OS as its own.
B Altris Console Home When the host 05 is down, the Intel® AMT device requests DNS registration of its.
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are =l
e I o e BT

9. J#4% Step 2. Discovery Capabilities GFEE 2. BFThER).
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<1 altiris console

j’i][x-h-feswu.

BB
B B - G—u}w G-

| Home View Manage Tools Reports Configure Help >

Ll ,
= B3 Out of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
& [ Configuration
S B3 InelT AT Geterg Started
B O section 1. Provisining
= [ Basic Provisioning) (without TLS}
B Step 1. Configure DS
i Step 2 Ducaver Copablitics
1B 53e0 3. vaew Intel @ AMT Cagabée Computers
@) 51 4 Creats Profie
@) St 5 Generate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) S3ep 7. Moritor Provisioning Process
@ 5360 5 Moritr Frofle Assgrmants
@ [ Enatie searity (1LS)
i [) Section 2. Intel® AMT Tasks
& [ Reports
& O3 Tasis

S (& My Favarites
B alteis Consale Home:

aitirisbiont trvpen focal « TRVPROVAdmInistrator

DNS Configuration

Intal® AMT davice satup and requiras the

(DNS) Server. The DNS must have information for two entities:
* The computer running Intel® SCS Server must be registered in the DNS.
+ A configured, operational Intel® AMT device must be ragistered within DNS

of 3 Domain Name System

Inteld SCS

The Notification Server with Out of Band Management Solution installed (with i.e. Intel®
SCS Sarver is funning on this computer) must be registerad in the DNS as "ProvisionServer”.
This must be done in each DNS Domain, When it sends its "Hello” message, the Intel® AMT
device first uses the domain name received from the DHCP server. If there is more than one
SCS in the domain, the DNS will alternate between the servers. If there are multiple SCS
instances or the server platform has a different name, then CNAME records need to be
added to the DNS.

Click on the Test button below to verify that DNS has the "ProvisionServer” entry and that it
resolves to the comect Intal@ SCS Server,

Tentl

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Intel® SCS IP: 192.168.20.10
Intel@ AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel® AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host 05. This stems
from the fact the Intel® AMT device is not a secure DNS client and it reies on the host 05
to maintain the ONS record. For this reason, the Intel® AMT device snoops the DHCP
requests and responses issued by the host 0S. The INtel® AMT device then uses the [P
provided by the DHCP to the host OS as its own.

When the host 05 is down, the Intel® AMT device requests DNS registration of its
«<onfigurad FODN from the DHCP {option B1). This works only if the DNS and DHCP are

Bore.

10. FERRREE AT 25 Enabled (ERRA). w2 Disabled (B ),

A )~ T IEYE

Ll
2 23 outof Banc Managenent

Out of Band Discovery

Gt 1 Disabled (B8 ) 558 MBI, R4& 1%

: g :bl ek s | ¥ Enable (currently enabled)
Z gfmawmswm B o
2 [ Sectie 1. Provising \Description:  Detects Out of Band capability of clent system
& O Basic Pravvisioning [wishout TLS) |
Wl S2mp 1 Configurs DI ‘Backage name: Out of Band Discovery Package
5 simp 2 Discaver Capablbes ' Program name: [out of Band Discovery Program |
1B 53ep 3. view Intel @ AMT Cagabie Computers | | i £
@) 5ten 4. Creste Profie ¥ Enable verbose Reporting of Status Events
:Il ::c“"’"“s’“’“"‘”’ T AN 32-bit Windaws XP Computsrs, All 64-bit Windows Vista 7
Py m':“:‘; :'"”" Computsrs, All 32-bit Windows Vista Computsrs ...
R 5ten 5 Moritor Profle Asgnents | Package Multicast: I Disaple download via multicast
& [ Enaie seaurity (1LS) |
& () Section 2, Inted® AMT Tasks "
& [ Reports © Manual F Run ance ASAP
& [ Tasks # gcheduled I” Schedule: No schedule has been defined
® Oy run at scheduled tme
7 Run a5 soon a5 possible after the scheduled time
¥ User Can Run
I™ Hotify user when the task is available
| | ™ Wam before running
Favort e E X The Agent installabon task has been saved successfully
= (@ My Favartes.
B altvis Congole Hame:
Bore. [ o 1~ T [E
11, i#4% Step 3. View Intel AMT Capable Computers GEBE 3. BB ZE Intel AMT 1 B 14).

T Apply (& ).
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5 B2 Zparis Conscle 65
<1 altiris console

o
Home View Hanage Tools Reports Configure Help >
4|5 @
2 3 Out of Bane Management Out of Band Discovery
G ) Alert Standard Formiat Gattng Stavtad
@ O Colectons | W gnable (currently enabled)
& [ Configuraton |
| Hame: Out of Band Discovery
= £ I AT Gateng Started Eua e
G ekt L P |Description:  Detects Out of Band capability of client system.
1= [ Bask Prenisioning (wishout TLS) |
@] %ten 1 Configurs D1 | Backage name: Out of Band Discovery Package
i S0 2 Discaver Capablites |Program name: |Out of Band Discovery Program =
1 s3mp 3. vew Intel @ AMT Cogaie Computers | | 5
@) 5tep 4. Crente Profie | I Enable Verbose Reporting of Status Events
@] 5120 5. Gererate Sacurity Keys | I TR
| S Al 32-bit Windows XP Computers, All 64-bit Windows Vista
W Skepé. Configure = | Applies to Computars, All 32-bit Windows Vista Computsrs ... 7
) Step T Moritor Provisioning Process. |

@) 5ten 5 Meniter Prodie Assgrments

| Package Multicast: ™ Disaple download via multicast
@ [ Enabie Seauity (TL5) |

8 0 Saction 2 Intal AMT Tasks ' Schedufing Options
& [ Reports - C Manual ¥ Run once asap
& [ Tasis | schadulsd I Schedule:  No schedule has been defined

® only run at scheduled tme
 Rum a5 soon as possible after the schaduled time

¥ User Can Run

I™ Notify user when the task is available
| ™ Wam before running
Favorites = Cancel | 1) The Agent installation task has been saved successfully
S (@ My Favorites
BB Altris Consale Home

Bone [T T o @t [Pt =

SR L TR R BT R Intel AMT ()

G -7

5% P Z)biis Consce 6.5
<1 altiris console TS

Home View Hanage Tools Reports Configure Help
Lulln o

S 3 utof Banc Management

# B alert Standard Format Gatting Started

hieiahens frepen docnl - TRVER O\ AFminisbator

|

& [ Collecions All Intel® AMT Capable Computers |

& [ Configuration | &l computers in this tollaction are Inkal® AMT cazable |

£ IrelE AN Gatong Started |Lant Updabed:  €/27/2007 £1:03:31 AW |
= [ Section 1. Provisiing | &) This collection has no mambers.

= ) Basic Fravisioning (vwithout TLS)
@) St 1 Configurs DS
£ Swep 3 Discaver Capsblites
191 5300 3. View Intel @ AMT Cagabie Comguters
@) 51D & Creste Profe
@) Sten 5 Generate Secunty Keys
@ 5= 6. Comfigure Automatc Frofie Assgreents
@) Step 7. Monitor Provisioring Fracess
@) 5% 5 Moritor Frofle Assigents
& [ Enaie seaurity (1LS)
() Section 2, Inted AMT Tasks
& [ Reporss
& [ Tasks

Favorites x.
= (@ My Favortes
B Al Console Hove

= (o Y T JEN

12. i#§% Step 4. Create Profile (B 4. B33 ).
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W B2 Z)aris Consde 6.5
<1 altiris console T
Home View Hanage Tesls
LI
S B Cut of Band Management
6 £ alert Standard Format Gatting Startad
& [ Colections:
@ [ Configuraton
S B3 InelT AT Geterg Started
B [ Section 5, Proviskning
@ [ Basic Provisionng (without TLS}
@ Step 1 Configurs B0
# 5o 2. Ocaver Copoblitics
11 | 5300 3. View Intel @ AMT Cagable Computers
@) 5ten 4 Create Profie
@) St 5 Geerate Security Keys
@) S:=p 6. Comfigure Automatc Frofie Assgrments
@) 5360 7. Moritor Frovisoring Process
&) Step §. Moritor Profle Assigrents
@ [ Enabie seauity (TLS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& [ Tasis

Favorites =
2 @ my Favarites
B alteis Consale Home:

Hiove sesren

[ | i

(o
SE - eee - ek - T
. |

it

All Intel® AMT Capable Computers

A&l computers in this collection are Intel® AMT capable.
Lask Updated:  /27/2007 31:03:33 AM

) This collection has no members.

G-

[T T o @t [Rumw =y
13, e FINSE (+) LUMARERE .
SIS
[Love sesran [P -

W B2 Z)aris Consde 6.5
<1 altiris console

| | B8 8- e G-
y IS

Home View Hanage Tools Reports Configure Help

LI
S B out of Bang Management

6 £ alert Standard Format Gatting Startad

& [ Collections:

@ [ Configuraton

S B3 InelT AT Geterg Started

B [ Saction 1, Proviskning
= [ Basi Provisioning (without TLS)
@] 300 1 Configure B
& Smp 2 Discaver Capsbllties
TG Step 3. Ve Intel T AMT Capaie Computers
AT 53 4, Create Frofie
@) St 5 Ganerate Secunity Keys
@) S:mp 6. Comfigure Automatc Frofie Assgrments
@) 5360 7. Moritor Frovisoring Process
&) Step §. Moritor Profle Assigrents
@ [ Enatie searity (1LS)
B ) Section 2. INteI® AMT Tasks
& [ Reports
& [ Tasis

Favorites =
2 @ my Favarites
B alteis Consale Home:

ore

14. 7E General (— %) Bk L, EHEE SR ERE AR, ST ELERS . B BT A BRE R B LU R A . 1RIE manual (FB))
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‘ebpage Dialog

[ | hitp: fakiisboc. brvpeo.Jocal[Aliets | OOBSCJEdkProfisDi. asp:c 7 actionmadd
Configure Intel

AMT Setup & Configuration Ser

| General [ Metwork | TLs [ AcL [ Power Pelicy |

General Administrator Credentials
Profile namea: default_2 User nama: 1Ar4r.‘ 1]

Profila description: Intel® AMT 2.0 password:
|Defau|t profile %] & Random ereation

r 5
| Manual:

Kerberos

Max clock tolerance: 5 minutes

& Irternet |

P

+ VLAN. WebUI. 3%ith[e 4y (4 /7 51 iy 4 B IDE S0 5 ) (¥R IH . RS FHAE Intel AMT, RIFTHIE LY AI/E MEBX

Configure Intel

AMT Setup & Configuration Service Profile

O altir

[General [metwerk [ TLs [ AcL [ Power palicy |

General

¥ Enable ping response
vLAN

™ Use vLAN

5

Enabled Interfaces
™ web Ui

¥ Serial over LAN
¥ IDE redirection

[Eoks| Ecsneers|

& Inkemet |

g

16, TLS (Mg 2 4x k) BRI AT RO TLS MZhhe. MO TLS 1%, EHEBREIMK, w53

F2HE (CA) fAJIREE % A8, CA —fR4 M. CA FIZ LR T BRI .

[ General | network [ TLS [ ACL [ Power Policy |

ns
I use TLS

Configure the Profile Certificates

4 sen me I

I
|Entemprise

=]
I

@ Inkemet I

P

17, ACL (f7HRHz s B BR AT A7 L SR AR T 2 AT A B I NAGE T 88 B s S A AP PO A7 EDURE R



Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | merwork | TLS [ AcL | Power Policy |

View and Configure the Profile ACL

Add | Delets | £t |

hktp: [ akirishoi.trvprodocallAtine [ OORSCE Bk ProfieDil, asxTactionmadd i Irkernat v

18.  Power Policy (% YR I S) I A 4LREIRIH, A&y Intel AMT E{EEEARRAESE Idle Timeout (I E@ M) 5k . @b M BIARIAAGE A 1 LUBRRENRE.

:i altir

[ General [ metwerk [ TLS [ ACL | Power Policy |

‘Configure the Profile Power Policy

Intels
Intel® AMT is always ON (S0-S5)

Idle tmeout:
o minutes

it fakirishase.trvpeo docal{Altins [ OOBSCfEdkProfieDi, 5o sctionmadd & Inkernet 2

19. 4% Step 5. Generate Security Keys (B 5 B4 R4 E4E).
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G4 4 Z)arisConscle 6.5 I I -8 8- iiew - Gk 7
<1 altiris console 0 :

Home View Hanage Teols Reports Configure Help =

e s
S 53 Outof Band Management salELlx E

-2 ? Alart Standacd Foomat Gatting Started Manage Profiles
& [ Colectons
@ [ Configuraton
= B3 InelT ANT Gateng Starbed
2 D Section 1, Provisining
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
& Sep 2 Ducover Capoblitics
1B 55e0 3. view Intel T AMT Cagabie Computers
4T Simp 4, Create Frofie
@ 51 5. Ganerate Secumity Keys
@) Step & Configure Automatc Profle Assgnments
@) Step 7 Wonitor Provisoning Process
&) Step §. Moritor Profle Assigrents
@ [ Enatée Security (TLS)
B ) Section 2. INteI® AMT Tasks
® [ Repors
& OO Tasis

[Frafile 1D [Profile Mame [Devi [0 tion

3 defeull_3 [ Cietoult profle

Favorites il e

e owsi 1ta 1ofl

2 @& My Favorites Fager 1 of1 Rows cor cage: [T X]
B Altrts Console Home

o ol - T Roow =

20. EFEFIGHIEISMER Export Security Keys to USB Key (#2244 E A USB # &) milE=.

=lgi=]
Bl

WS Dpais consce 65 T -6 -2 - e - Gk -

<1 altiris console 0 m—
Home View Hanage Tools Reports Configure Help >

G e ——
TEET— SnEERE e e )
$6Y et Standerdovmt bting Staned Manage Security Keys
& [ Colectons
@ [ Configuraton

= B3 InelT ANT Gateng Starbed
B [ Section 1, Provisitning
= [ Basic Provsioning (wishout TLS)
@ Step 1 Configurs B0
4. Step 2 Discover Capablities
1B 53e0 3. vaew Intel T AMT Cagabée Computers
AT Siep 4. Creats Profie
) |52ep 5. Ganerate Security Keys
@) Step & Configure Automatc Profie Assgnments
@) Step 7 Wonitor Provisoning Process
&) Step §. Moritor Profle Assigrents
@ [ Enatée Security (TLS)
B ) Section 2. INteI® AMT Tasks
® [ Repors
& ) Tasks

Favorites. x

S (@ My Favorites I Filkar by PID: I Filtar by PPS:

B alteis Consale Home:

o ol - T Roow =

21. %% Generate keys before export (B H BlfE & 85 88) [H/ 4.



£ only selected
" Generate keys before export:

Gen s Securily Keys

HErdtes |5EI
0t E syeord
|adm|n

Management Engine Password

o &by or

Elll?ll

Number of security keys to g

Factory Default Tntel® b

Expart Result

craate and download USE key file. first canfigure sattings and click Ganerats file, and then

Davics.

Donnload USE key fite. Flace domnloaded file to th

e o
Avaidable: Mo data exported yet Close I
bt ffakrisho.trpeo bocalf it [ O0BSC SecurityMER SettingsPage. aspic |G Intemet 7

22, ENEELRERGE (RA T EMENERE). 7R

=fore export:
Generate Security Keys
Number of security keys to generate: [so

Factory Default Intel@ Management Engine Password
Intel® ME Password: admin

e data asporsad yae =

‘Bt {fekishes trvpe o bocall brs (O0BSC Sacuri MER: Settingsage. sspox’ ) Irkernet |

23, Intel ME FERR %525 admin. AFREGAHEH Intel ME

[Generate key
Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteld Management Engine Password

Intel@® ME Password: |adr-||n

New Intels Management Engine Password

58 koy or

i manually anager.

Intel® ME Password: Dell123!

s, than

avadable: No data exported yet ciose |

‘Bt ffakiishos.trvpro Joalflbres O0BSC SecuritMER: SettingsPage. s g Intemet ==




24. 45K Generate (B4). I H %, Generate (BEAR) # Sl i /e MK H 3 — Al

COnly selected

 [Generate keys before export?

Generate Security Keys
Mumber of security keys to genarate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: admin

New Intebs Management Engine Password

Thi v is aither uploaded from US8 key or typed in manually into the Management

ME Password: Dell1z3!

Export Result
To create and download USE kay file
elick Dewnload USE kay fde. Place do

anfigure sattin
dud fila 1o tha L

lick Ganerata file, and then

age Davics

Avadable: No data axportad yet close |
et akisbos.trvpeo loc sl ltine  OCBSC{SecyriyMEBxSetingsPage. sepc: (G Inkarnet 7

25. KA SR USB B E A ProvisioningServer ) USB i 2% .
26. #—F Download USB key file (F#; USB 4% RLi ) 45 LU setup.bin % F#li% USB #E. KFHZRC A USBEE, i EMESE USB #H.

WS AR T LA A S, RIPERS setup.bin BRGAAF S USB S E AT 26 28 A2 48 B HUHT AR A% K

ty Keys to USB Key

€ only selected

¥ [Generate keys before export:
Generate Security Keys

Number of security keys to generate: |50

Factory Default Intel® Management Engine Password

Intel® ME Password: admin

New Intel@ Management Engine Password
This password is aither uploaded from 58 key or typed in manually into the Management
Engina BIOS Extension screan

Intel® ME Password: Del1z3!

Result
and dosnload USH key e
oad USE koey file. Flace do

loaded file to the USE Storage O

: Download USE key file _
bt ko trvpro Joc s At | COOBSCSecur iy MEB SetlingsPage a5pic g Intermet i

a. f£ File Download (5 T &) Bl /i#iHi%— T Save (B 7).

File Download x|
ggmmmwwmumawwnmww

@ Hame: stup.bin
: Tyne: Unkriown Fle Typs, 25.5KE

From:  ahirisbe brvpea, ocal

Eind T | |

|@ aum yous compudes. I you do ok nas the souce, dorol ind o
peogiam bo apen this fle or save this Be. What's the rigk?

b. T2 Savein: (BEFFR: ) MALEIER USB 4. #%— T Save (B 7#).



saveds x|

Savein [~ Feservebie Disk [ =l o

Fio nome: &l Save
Save a2 lype: e Dlesenmard =] Cancel

&

¢ 7¢ Download complete (T 858 R) #3778z —F Close (B ).

o+ Dourload Conglets

‘sebup,bin from stirishor. trvpeo.Jocal

Downkosded: Z5.EKBin | sec
Downosdtor  Erjsstup.bin
Trarcferrats:  25.5KBjSec

I [Eiose this dhalog bor wheen downkoad compiotes

e e | e |

BUE, BERHEAE B T BUR setup.bin 5.

Bl ER ow Faortes ook Heb i
- ¥ | sewch - Folders | [T+

Aefdrmss [ €11

Name = Siza | Type
File and Folder Tasks ¥ Toloetwpbin ZEKE OINFile
Other Places £
Details 3

Remavable Disk (E:)
Reemavable Disk

File System: FAT

27. [#P Export Security Keys to USB Key (#§ 2241 &8 Ih A USB 8 RL), BIREHEARAS I R A S Altiris Console.
28. % USB #EEFIEMS, WAGIHAENTEM, AEBMER. B ME USB #E, e B TR

Continue with Auto Provisioning (Y/N) (4241 F 8hfiidt [Y/N])
29. f% <y> #t.

Intel(R) Management Engine BIOS Extension
Copyright(C) ZB@83-8Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)




30. Press any key to continue with system boot... (#%{T & A4 RBTRH...)

Intel(R) Management Engine BIDS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USBE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIDS Extension
Copyright(C) 2883-87 Intel Corporation. All Rights Reserved.

Found USBE Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (¥/N)

Intel (R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

31 GERRAR, [ PH R ] R R s
32. i#4% Step 6. Configure Automatic Profile Assignments (3B 6. 488 & )3 i 4 BD).

/2 Altiris Consale 6.5 - Windows Internet Explorer

K = [ i tabisbes v JocsiAsiel Conole Dl acpsCoreoleGuidm 3 108b67-25

-428-8186-Fe2amte T0TbMewiidm x| ¥1 ||  | Lo~
S 2 akvis Conscle 6.5 |iE] g - ’“

M- B - - heage - (0 Took -
TR T TR—— . LS D

Home View Hanage Tools Reports Configure Help >
~Ul+EFlGDN
Manage Security Keys

PID |PPS |Factory Defoult Password [Mew Password

Favorites

e

Done » &) Interret 0% v

33, MERCHMARBUERE. £ Intel AMT 2.0+ FHiaUis By, G582 gl d risoeEs. TG HADREE o
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<1 altiris console

Tools Reports  Configure

L - S —
= 3 Out of Bang Management
G B alert Standard Format Gatting Started
& [ Colections.
@ [ Configuration
= E3 Irteld AMT Geteng Started
2 [ Section 1. Provisioing
& [ Basic Srovisioning (vihout TLS)
@) St 1 Configurs D15
# Smp 2. Descaver Capsbliies
B 53ep 3. view Intel & AMT Cagabie Computers
AT i 4, Create Frofie
Gl 5te0 5. Generate Secunty Kays
) Si=p £ Configure

witirishione Frepen Toca!
Help =

w

Resource Synchronization

TRVERO Administrator

|| Enatle (currently enabled)

™ Intel® AMT 1.0 to profile:
W Intal® AMT 2.0+ to profila:

aw profita azsignmentz Wil be created autamatically for afl systems that sce in unprovizionad state and have
Fully Qualified Domain Kame (FQDN) found in the Koufiation Server database based on the syshem UUID,

Id,efault_B -'l
IM'II.II!_! "I

Server

@) Step 7. Monitor Provisioring Frocess
@) 5tep B Moritor Frofle Asegrments.
& [ Enaie security {1LS)
# () Secton 2. Intel® AN Tasks
& [ Reporss
& [ Tasks

| I Remave duph Intel® AMT

from Sarver datab

W Enable Schedule: [Daly

AL 2:10 AM svery 1 d5ys, starting Saturday, January 01, 2005

-

Current status:

Last Synchronized:
| Tetal Devices: o
Assigned resources:
| Craated resources:

Inactive

oo

Cleaned resources:

B At Console Home

6/27/2007 2:10:11 AM

[T [@went

[Homs -

Go-

i & ) Akiis Conscle 6.5
<1 altiris console

| Home View Hanage Tosls Reports Configure
LN A——
S B3 Out of Gans Management
6 £ alert Standard Format Gatting Startad
& [ Collections:
& [ Configuration
5 E3 Intel AMT Gethng Started
B [ Section 5, Proviskning
& [ Basic Provisioning (without TLS)
@ Step 1 Configurs B0
8. temp 2 Ciscover Capablites
1B 53e0 3. vaew Intel T AMT Cagabée Computers
4T 50 4 Creste Profie
G Sten 5. Generate Secunty Keys
@] Step & Configure

aitiisbo trvpen Jocal « TRVBRO\AGmInistrator

Help >

Resource Synchronization

[0 st e ) e o
[ - e Qe

f-8-
. O, IoE—

W gnable (currently enabled)

Saw profis
Fully Qual

™ Intel® AMT 1.0 to profile:
W Intel® AMT 2.0+ to profila:

ed Domai

assignments wil be created automatically for ail systams that are in unprovisioned state and h
. Karrse (FQDN) found in

Idefault._3 "I
I&f&ﬂ!_! 'I

Notification Server database based on the system UUID.

and

Server

@) 5280 7. Monitor Proveoning Process
@ 5380 5 Moritr Frofle Assgreants
@ [ Enatie searity (1LS)
B ) Section 2. INteI® AMT Tasks

T~ Remaove dupl Intel® AMT

from

¥ Enable Schedule: |Daity

At 2:10 AM every 1 days, starting Saturday, January. 01, 2005

Sarver

-]

& [ Reports L st
& O3 Tass Current status: Inactive
Last Synchronized: 6/27/2007 2:10:11 &AM
Total Davices: (]
ASS\QI’\EG resources: 1]
Craated resourcas: L]
Cleaned resources: 0
S (@ My Favorites
B altrs Congale Home
Bore. [T T o @t

ORI L% S 0 S I B ot BRE R b . BAYG, IRREZy Unprovisioned GRAGEE), 4% RHUIRAES T4 In provisioning (IE FEMigR), 7EF2/F %% T % Provisioned (E4figk).
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Intel AMT.

R RO B B S ARG Intel AMT. BRI MIBERNT, G520 ME 418

AMOT LS| 5 AMT 417

ME #%8: R ABAHEE %

FEHUTHETA LH Intel ME S1R8RE, SHHUT DU T B8R
1. BARCEN, WEREHELT M, & B Dell BURMAAN, % <Ctrl><p> A MEBx A,
2. f£ Intel ME Password (Intel ME % #5) #H{ b3\ admin. % <Enter> #. BH5E /3 K/NE .

ST MEBX S IHZ jif &

SR T .

Intel(R) Management Engine BIDS Extension v2.5.15.0000
Copyright(C) 2003-0b Intel Corporation. All Rights Reserved.
[ N MENU 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel (R) Current ME Password

[ESCI=Exit [ENTERI=Submit

3. %% Change Intel ME Password (8 % Intel ME % ). 1% <Enter> #. ¥ \FNUJCHT B 1S LARERR

RS HAAR L N T



[EUNESH
PN £ ol
v RN
1 —{EET
v R R R T (Bl $ 8, AT L RS

F#AR O MASHEE A I ERS 70, (HGAS & R 0R s RS 1 .
SHEHEELVE. Intel AMT A HE. FERGHE i TR R 3 R 30 R R
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration H

Intel(R) AMT Conf iguration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=8elect [ENTER1=Access

4. J%#% Intel ME Configuration (Intel ME #1 88). 1% <Enter> 3.

& ME Zhfit, TG, B e .

ME Platform Configuration (ME & 48 #&) /3%

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration M

Intel(R) AMT Configuration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]1=Select [ENTER 1=Access

5. FERH LU FER .

AR ERR RS BT [YIN]. )

System resets after configuration change. Continue (Y/N) (4

% <y> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—{E%IEZ Intel ME State Control (Intel ME ARRE £ Bl). HI%IANFHAR T 4 Enabled (EBA). #H270# ki85 4 Disabled (B4 ). WA Intel AMT, i
Manageability Feature Selection (& ¥ 3f §B B #%) IH% % None ($8).

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. i%#% Intel ME Firmware Local Update (Intel ME S 88 A 3. 1% <Enter> #.
8. % Always Open (S # BABR). 1% <Enter> ji. PRI THARZES Disabled (2 ).



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. i##% Intel ME Features Control (Intel ME Zh8E##l). 1% <Enter> jif.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. {5 Manageability Feature Selection (B EZ) RRIEH). LI fEnl e F GBI, FREEDEZ Intel AMT.

HBIE None (f6) HEIH A LL {2 A7 47 00 S EL ) B«



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 HONE
[=] Intel(R) AMT
[ 1 ASF

11, #4# Return to Previous Menu GE BIZE B —fE32 8). # <Enter> #.
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i IL 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. ##% Intel ME Power Control (Intel ME B¥R#¥E ). % <Enter> ji.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13.  F—fHI#IEZ Intel ME ON in Host Sleep States (¥E 3 # IE HRR A8 o BB Intel ME). JUFIREEA Mobile: ON in SO (4785 7E SO =h BAM).

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

Mobile: ON in 50, 53,aC
in 30, §3-AC, 84-5/AC
in 50; ME Wol in 53/AC
in §0; ME WolL in S3,/AC, S4-5/AC

14. %% Return to Previous Menu (i& Bl Z BT —fE % 8) . 4% <Enter> #t.

15. i#{# Return to Previous Menu (J& 5 Z Bf — fE3% %) . 1% <Enter> §.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

UK Intel ME Configuration Conplete (Intel ME #fE5E/K) AEILEFIE . ME BT ML, A LA Intel AMT &€ .
i SR SUHUT Intel AMT.

16. &5 MEBx e lf#fF ME #lRE. e
HEWARRY, SE2H Intel AMT 4

Intel AMT #15%8: BAEENXBA Intel AMT

FEAEARCF 6 BT Intel AMT AHRERSE, ST LA R 2 BR:

1 BRGNS, eI, s H B Dell BRSEER;, % <Ctri><p> N MEBx AR,
2. FHMBMAERSISER . AR Intel ME #H5.
3. J##% Intel AMT Configuration (Intel AMT A 88). 1% <Enter> fif

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Conf iguration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

4. J%§% Host Name (EH8&#8). % <Enter> fi. SRE AL Intel AMT HEZS I AME— %R, % <Enter> $.

TR A M SRR LA AR A IMERT R 1P LR, A A TR IR 1P,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Subnit

5. % TCP/IP. 1% <Enter> .
A B RS
1 Disable Network Interface: (Y/N) (5 FHAIEE AT : - [Y/IN])
# <n> .
WRAE RIAE, A S AMT DhEER =, HAEHE TCPNP SUE. IEIEARE UIRIEIE, R URAEIUE M RGN AR R MR E .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ti1=Select [ENTERI=fccess

Disable Network Interface: (Y/N)

1 [DHCP Enable] Disable DHCP (Y/N) ([DHCP j(fil] #Ji] DHCP [Y/N])

i o<n> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 AR
PERMARE o SHEN AR A2 i

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

6. fLiEHURIE Provision Server (MiE AR #8). 1% <Enter> ji.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESCI=Exit [t4]1=3elect [ENTER1=Access

7. FEMRAFRE AN PSR RS 1P, SA%E <Enter> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Set FID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmuare Update

Provisioning server address

[ESCI=Exit [ENTER1=Submit
4 i BGE% 0.0.0.0. % DNS (il i FUA ALK B e 0 I 28 ENT 20 H LIRSS 1P RIS I 4 T A

8. TEMUBIREEMAL PN IE PR, SR <ENTER> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

Port number (0-65535)

[

[ESCI=Exit [ENTER1=Submit

Ed st sies 0. WREEFRGE 0, B AMT MM i aeig 0071 b Ml e . iz R BR0 R SRR, TR IR\ 2 e

AR
1 [Intel (R) AMT 2.6 Mode] [Enterprise] change to Small Business: (Y/N) ([Intel (R) AMT 2.6 #3{] [ 3] 87 /N 35: [YIN])
i <n> it
9. TF—fHiEI/E SetPID and PPS (5& PID B& PPS). [ T-#jifi\ PID it PPS, mliff SCS /LU M USB i X PID 5t PPS

BT AT AT B & 1D (PID) B EAZHE SRS (PPS). PID /& 8 1M7L, PPS & 32 yt. MIUMHT A 4, SALZHMEABATREN, FILOFEWITRAEN, PID & 9T IL, PPS
f& 40 fH5 70, SCS WZHAEIELLIAH .

Intel(R) Management Engine BI0S Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model
Un-Provision

SOL/IDE-R

Secure Firmuare Update

Enter PID (e.g. ABCD-1234)

[ESC1=Exit [ENTER]=Submit

10. i%{%# SOL/IDE-R. % <Enter> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI=Access

10 MEURLLR S, 06 B LU I F A S S e ]
1 [Caution] System resets after configuration changes. Continue: (Y/N) [%5/5] 41 8B B 1% Rk R4, SE B4 [YIN])
% <y> .

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]1=3elect [ENTER1=Access

[Caution]

System resets after configuration changes
Continue: (YsN)

1 User name & Password (i i # 4 7% B 15)
o J%i% Enabled (BBA), SR1%1% <Enter> jif.

SRR ERE S WebGUI BTG (I 1) B R . SR IR I, RUMEA A SR MEBX I8 3 /7 UHE o



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [Ti1=Select [ENTERI=Access

Username & Password
[ 1 DISABLED
[«] ENABLED

1 Serial Over LAN (3%t [ 3 i (43 )3 51 ¥ iy £)
3% Enabled (B BA), M54 <Enter> f#.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provigsion Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESCI=Exit [t}1=Select [ENTERI=Access

Serial Over LAN

[ ] DISABLED)
[«] ENABLED

1 IDE Redirection (IDE 37 i [i)

4% Enabled (BEBA), 151 <Enter> ji.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

Secure Firmware Update
Set PRTC

[ESC1=Exit [T41=Select [ENTERI1=Access

IDE Redirection
[ ] DISABLED

[=] ENABLED

12, F—fEIEHZE Secure Firmware Update (248188 38 7). JLTHREGEE% Enabled (B BUH)-

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ !

TCP/ 1P

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Set PRTC

[ESCI=Exit [T41=5elect [ENTER1=Access

[ 1 DISABLED
]

ENABLED

[=

13. Bk Set PRTC (K€ PRTC).



14.

15.

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.

[ 1
TCP/ 1P

Provisioning Server

Provision Model

Set PID and PPS

Un-Provision

SOL/ IDE-R

Secure Firmware Update

Set FRTC

Enter PRTC in GMT(UTC) format C(YYYY:MM:DD:HH:MM:5S)

[ESC1=Exit

TEL R 13 A F IR E

[ENTER1=Submit

TR Idle Timeout (B F). JURTREE A 1o LI 5 7E ROT 3 3R ME FRF 0208 13 i T Wol JRIFIR A i,

Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

[ESC1=Exit

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout|

Timeout Value (0-6553%)

[ENTER]1=Submit

J%#%# Return to Previous Menu (J& [5 Z 8 — B3 B) . 1% <Enter> j.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Provision Model

Set PID and PPS
Un-Provision
SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Beturn to Previous Menyl

[ESCI=Exit [t4]1=3elect [ENTER1=Access

16. J®F Exit (8 3K). 1% <Enter> §it.

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=8elect [ENTER 1=Access

17, SR LU R
Avre you sure you want to exit? (Y/N) : (%5 ZE4E RIS 2 [YIN]: )

% o<y> g,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ {FIRM EXIT 1]

fire you sure you want to exit? (Y/N):

18. MR E Y. BPER R R IEAR . BUE, WA ROE R, WYEMLF T AE .

SMB &

Intel® Management Engine BIOS Extension (MEBX) /& Intel $#2{£45 Dell™ [{ja]i# ROM #i4H, G 7E Dell BIOS #1. MEBx [ 5] 4 FH it Dell™ A .

Dell i3 48H /M43 (SMB) B Intel AMT sz Bl &, SMB Bk bl — R e & Set PID and PPS (R PID ¥ PPS)j#IH. 54t, Provision Model (ffi gt 8 &) it IER @
% Small Business (MBI 3) iiiidE Enterprise (2 3).

1 HE 5| 9580 Intel AMT #%E: % SMB

A B R MR S R A SMB B, %y SMB BLRUTV T 5| S0 ALTE Intel AMT. DA, G520 ME #1iE: % SMB BisU

B Intel AMT.

ME #H88: % SMB BB S| &

AR HERF 6 LR Intel ME SBERDE, ST UL TP ER:

1. BHRCGENS, YerERGEIREFIM, &I Dell BURAERNE, 4% <Ctrl><p> i N MEBx JEMFE.
2. {£ Intel ME Password (Intel ME % B5) {1 % X\ admin. % <Enter> #.

Vs 5t 888 SR VRS 1 o

WHEE A KNG HH MEBX EIHZ HI

Intel(R) Management Engine BIDS Extension v2.5.15.0000
Copyright(C) 2003-0b Intel Corporation. All Rights Reserved.
( N MENU 1]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) Current ME Password

[ESCI=Exit [ENTERI=Submit

3. J%§E Change Intel ME Password (B 38 Intel ME 8 /). % <Enter> $#. #i M VJCH M5 LA .
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W AR L TR

NS
RPN S
— AN R
— %
(AR R IR R T (Bl Y $ R, ATEIE L A BRAE).

F#AR O MAEHIRA BN ERE 70, (AR R .

SETTAAG LAY Intel AMT i i. Tl 6HE b th Mt i 8 50 i iR i

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration

Change Intel(R) ME Password

Exit

Intel(R) ME New Password

[ESCI=Exit [ENTER]=Submit

4. J%$E Intel ME Configuration (Intel ME 42 88). % <Enter> jt.

& ME Jjfig, Gl IR, BRI Ae s .

ME Platform Configuration (ME - & 41 §8) ] 3%/

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

Intel(R) ME Configuration M

Intel(R) AMT Configuration »
Change Intel(R) ME Password
Exit

[ESCI=Exit [ti]1=Select [ENTER 1=Access

5. EFEHR I BILLRAR

System resets after configuration change. Continue (Y/N). (41785 5 5 1 # 5% 4. &S 44T [YIN]. )

#o<y> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (YsN)

6. F—{E%IE2Z Intel ME State Control (Intel ME ARRE £ Bl). HI%IAN TR E 4 Enabled (EBA). #H20# i85 4 Disabled (B4 ). WA Intel AMT, i
Manageability Feature Selection (% # 7 %5 None ().

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1
Intel(R) ME State Conirol

Intel(R) ME Firmuware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[ 1 DISABLED]
]

ENABLED

[=

7. %#% Intel ME Firmware Local Update (Intel ME B 88 A= #). 1% <Enter> j.
8. j%#% Disabled (B¥ ). % <Enter> #. FXIRIAMTHALEE % Disabled (B2 FH).



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[#] DISABLED

[ 1 ENABLED

9. i%#% Intel ME Features Control (Intel ME Zh88##l). 1% <Enter> jif.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Power Control 4
Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

10. F—fiJEZ Manageability Feature Selection (¥ 3 3h B8 I84%). M IfE Rl e T A MM, THRE S Intel AMT. 3% None (#8) JEE 1T LUfS ] BT o 5 L D fig



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L1

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[=] Intel(R) AMT
[ 1 ASF

11, i#4# Return to Previous Menu (i B 2 Bf — 8l 32 8). 4% <Enter> #.
Intel(R) Management Engine BIOS Extension vZ2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ i L 1

Manageability Feature Selection

Return to Previous Henu

[ESCI=Exit [t4]1=Select [ENTER1=Access

12. ##% Intel ME Power Control (Intel ME B¥R##). % <Enter> jik.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME State Control

Intel(R) ME Firmware Local Update

LAN Controller

Intel(R) ME Features Control 4

Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [t4]1=3elect [ENTER1=Access

13.  F—fHi#IAZ Intel ME ON in Host Sleep States (¥E 3 # IE HRGR A8 o BB Intel ME). JUFIEEEA Mobile: ON in SO (4785 7E SO =h BAM).

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [t4]1=Select [ENTER1=Access

Mobile: ON in 50, 53,aC
in 30, §3-AC, 84-5/AC
in 50; ME Wol in 53-AC
in §0; ME WolL in S3,/AC, S4-5/AC

14. J%$% Return to Previous Menu (i& Bl & §f — fE3% ). % <Enter> jit.

15. i##% Return to Previous Menu (ig [5] Z By — &2 8). % <Enter> #2.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ I 1

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
LAN Controller

Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menul

[ESCI=Exit [t4]1=3elect [ENTER1=Access

16, &5H MEBx € WEf#fF ME #lfE. EM&HR Intel ME Configuration Conplete (Intel ME ARB5EAR) sHUE I EHH . ME

Intel AMT #188: % SMB R Intel AMT
AR AR A LT Intel AMT 4HRERRE, wH8UT AT D EE.

1. BHRCENS, rERCBNFLR I, BB Dell BUETRERE, 4% <Ctrl><p> A MEBx [,
2. BRI IR . IAKIY Intel ME %15,
3. i%#% Intel AMT Configuration (Intel AMT 4H 88). 1% <Enter> j.

Intel(R) Management Engine BIOS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

Intel(R) ME Config

Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ENTERI1=Access

[ESCI=Exit [ti]1=3elect

4. %% Host Name (EH4 ). % <Enter> .
5. REALL Intel AMT HEBSH AME— 445, 4% <Enter> §.

EMEARE DA 2. STECRAR L A LR ARG . FPMEATT 1P AL R, R AR AT AR 1P,

b

Jo

%

{

%

fEres

&

411

Intel AMT i



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[

1

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

Computer host name

[ESC1=Exit [ENTER1=Subnit

. %% TCP/IP. #% <Enter> .
L OREURLUTER, M AR LURIE AR B b e e

Disable Network Interface: (Y/N) 5 FA#43 %/ i [Y/N])
% o<n> g,
AR R, FTAIENE Intel AMT DfE#0I 1, ARTETE TCPIP BE. MIRTUL VIR, F IS REUS R BRI E .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

Disable Network Interface: (Y/N)

1 [DHCP Enable] Disable DHCP (Y/N) ([DHCP Fifii] #5:Fi DHCP [Y/N])

& <n> .



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/ 1P

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/ IDE-R

Secure Firmware Update

[ESC1=Exit [Ti1=Select [ENTERI1=Access

[DHC? Enabled]
Disable DHCP: (Y/N)

1 Domain Name (4415 4 f)
FERRAL SN k42

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ ]

Host Name

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmuare Update

[ESC1=Exit [ENTER1=Submit

8. IRIEIEH Y Provision Model (i), 1% <Enter> §i.
9. ARFLIHBILLTFAE

PR BRIV

1 Change to Intel AMT 1.0 Mode:(Y/N) (48 %5 Intel AMT 1.0 #£5X: [Y/N])



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1
Host Name

TCP/IP

Provisioning Server
Frovision Hodel

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[ESCI=Exit [t4]1=3elect [ENTER1=Access

[Intel(R) AMT 2.5 Model
Change to Intel(R) AMT 1.0 Mode: (Y/N)

% <y> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/IP

Provisioning Server
Provision Model

Set PID and PPS
Un-Provision

SOL/IDE-R

Secure Firmware Update

[ESCI=Exit [1i1=3elect [ENTER1=Access

[Enterprisel
Change to Small Business: (Y/N)

10. B Un-Provision (BX WAFRR) 815, IIETE AL BRI 48 WETRAR . A5 2 B DA % T, UM IOV M 2 1) 5 2 Al

11. i%{% SOL/IDE-R. #% <Enter> k.
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Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

12, BURCAUTRVE, 26 7R B LU R IR ARSI R b i [

1 [Caution] System resets after configuration changes. Continue: (Y/N) ([%/] 41 iB% 5 1% Rk R4, R EHE: [YIN])
i <y> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [1i1=3elect [ENTER1=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

1 User name & Password (i Jf] # 4 ff B # i)
4% Enabled (EA), 11 <Enter> jit.

BT RTRRAEGE WebGUI Bl 2 S . R SOOI A5 3 BLRA MEBX IS £7 HURE «



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

Username & Password

[ ] DISABLED)

[«] ENABLED

1 Serial Over LAN (37 it [ JA4R % (93 /7 1) 12 iy )
JEFF Enabled (2 MA), A% <Enter> .

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. A1l Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

Serial Over LAN

[ 1 DISABLED)

[«) ENABLED

1 IDE Redirection (IDE 537 i)

JEFE Enabled (2 BUA), AM4% <Enter> §t,



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

Secure Firmware Update
Set PRTC

ldle Timeout

[ESCI=Exit [t4]1=3elect [ENTER1=Access

IDE Redirection

[ ] DISABLED)

[=] ENABLED

13. F{Ei#IHZ Secure Firmware Update (322888 ¥ 7). JLHERGE % Enabled (EBUH)-

Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P
Provision Model
Un-Provision
SOL/ IDE-R

Set PRTC

ldle Timeout

[ESCI=Exit [t41=3elect [ENTER1=Access

[ 1 DISABLED]
]

[=] ENABLED

14. Bkt Set PRTC (85 PRTC).



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Host Name

TCP/ 1P

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
ldle Timeout

Enter PRTC in GMT(UTC) format(Y'YYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER1=Submit

15, F—fEEIHE Idle Timeout (F BL&RE). HIHREUES 1. ML@REEERMA SMB /EERGUN ME BUFILEE 13 dhisi® | Wol MEIHN n H

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ I 1

TCE/IP

Provision Model
Un-Provision

SOL/ IDE-R

Secure Firmware Update
Set PRTC

ldle Timeout|

Return to Previous Henu

Timeout Value (0-65535)

[ESCI=Exit [ENTER]=Submit

16. 4% Return to Previous Menu (iR Bl ZE §f — fE38 ). % <Enter> jit.



Intel(R) Management Engine BIOS Extension v2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ I !

TCP/ 1P

Provision Model
Un-Provision

SOL/IDE-R

Secure Firmware Update
Set PRTC

Idle Timeout

Return to Previous Menyl

[ESCI=Exit [t41=3elect [ENTER1=Access

17. 4% Exit W 3H). % <Enter> §#.

Intel(R) Management Engine BIDS Extension vZ2.5.15.0000
Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [ti]1=Select [ENTERI=Access

18, AEESIE LU R AR
Are you sure you want to exit? (Y/N) : (ffif e A5 ANE? [YIN]: )

 <y> it



Intel(R) Management Engine BIOS Extension v2.5.15.0000

Copyright(C) 2003-06 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME Configuration
Intel(R) AMT Conf iguration
Change Intel(R) ME Password
Exit

[T41=Select [ENTERI1=Access

[ESCI=Exit

[C 1

fire you sure you want to exit? (Y/N):

19, MG EHED . WP R T R IR BUE, WRRSOE R, WHEMLF T A .
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HEEE Un-Provision BUMHEZER) -
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f2¢ <Enter> ft -
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